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)R> DHFEER

a2 R7AYTRT, netstat —an E3T D,

C:¥>netstat -an
TOT 4T 15

JOokr3a)L O—AH)L PRL X

TCP 0.0.0.0:135
TCP 0.0.0.0:445

0.0.0.0:0
0.0.0.0:0

NERTRL R IR RE

LISTENING
LISTENING
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To: taro@bou.tohoku.ac.jp
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(DE/BI7AILIZT S
(2)—EPESHZ

taro * bou.tohoku.ac.jp( * Z@IZEZHZ TTELY)

Aty
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BFA—ILERE

EFA—ILDEH AN (From:T4—ILR) B E L, fHE
ITBENTEFET,

EIEA—ILODAILAA—ILAET . [EHANITE
FEEE->TH. A%k @T’&)lhs/ﬁﬁhﬁfﬁéiﬁ'&:&)
DI HYFER A,

EBIEZEEYEEICIE. AYFT (KRXDLEIZHHED)
HEXFIERTHERTLED,
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Received 74— LK DA HF (1)
A LAy — S — BT R D £S5 ELTINES,

Received: from mx.rei.topic.ad.jp ([202.211.0.xx])

by mail.ex.tohoku.ac.jp; Wed, 9 Mar 2005 16:29:14 +0900
Received: from pcl.rei.topic.ad.jp ([202.211.0.yy])

by mx.rei.topic.ad.jp; Wed, 9 Mar 2005 16:29:02 +0900
X-Mailer: Michinoku Message Reader 0.49
Message-Id:
<200503090729.j227SNHK090219.taro@rei.topic.ad.jp>
Subject: tomorrow's meeting
From: taro@rei.topic.ad.jp
To: hanako@ex.tohoku.ac.jp
Date: Wed, 9 Mar 2005 16:28:23 +0900

BHE OHRITEEHLEIEAENLIRHFELELI?
AER&KY
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Received 74— JLF D A5 (2)

Received 74—JLk, From 14— JLEE LU To T4—ILKT=

ITZEIREEHLTHET

Received: from mx.rei.topic.ad.jp ([202.211.0.xx])

by mail.ex.tohoku.ac.jp; Wed, 9 Mar 2005 16:29:14 +0900
Received: from pcl.rei.topic.ad.jp ([202.211.0.yy])

by mx.rei.topic.ad.jp; Wed, 9 Mar 2005 16:29:02 +0900
From: taro@rei.topic.ad.jp
To: hanako@ex.tohoku.ac.jp
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Received 74— ILFD&FEA 5 (3)

eceived: from mx.rei.topic.ad.jp ([202.211.0.xx])
(b) by mail.ex.tohoku.ac.jp; Wed, 9 Mar 2005 16:29:14 +0900
Received: from pcl.rei.topic.ad.jp ([202.211.0.yy])
by mx.rei.topic.ad.jp; Wed, 9 Mar 2005 16:29:02 +0900
From: taro@rei.topic.ad.jp
To: hanako@ex.tohoku.ac.jp

mx.rei.topic.adjp mail.ex.tohoku.acjp

[ | | —a— |
| oom— | S—

(b) DS

(a) 3 (C)
pcl.rei.topic.ad,jp 202.211.0.xx 130.34.0.zz

v
- KMEE 1EF

P

‘ T L
EEERE <
202.211.0.yy ? ~ 71
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Received 74— JLF DA (4)

Subject: Mail Delivery System (hanako@ex.tohoku.ac.jp)
From: taro@rei.topic.ad.jp
To: hanako@ex.tohoku.ac.jp

Date: Tue, 8 Mar 2005 17:32:54 +0900

M
fg?;f

NERBZEE
SHIIZ ...

Mail Delivery Failure - This mail couldn't be shown.

------------- failed message -------------

2,mngxZk,jgsdf: YE#0yB.+sgH| -JINgMd9n#OC,SQ-
V-8&6WOKIK|LGBO06c2Y,9.ZutgnOploG..gBB5Lmga+W
nKrGhk+F|hS2aY'3i44+asdfLj _6nd4LXQtyt.USYTP

Note: Received message has been sent as a binary file
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Received 74— ILF DA 7 (5)
EE!

Received: from ex.tohoku.ac.jp (pasokon.example.jp [192.42.ﬁ.xx])
by mail.ex.tohoku.ac.jp; Tue, 8 Mar 2005 17:35:12 +0900

From: taro@rei.topic.ad.jp

To: hanako@ex.tohoku.ac.jp

DA ILAA—)L (Netsky.Q) [&, 192.42.103.xx &LVD IP PRL
AaFEH, TOHF|ER AL D pasokon.example.jp T /N
VaAvhoRESNT-LD, [from ... DEED
[ex.tohoku.ac.jplldk, EDREE/NNYVAVHREERHEL-EHRET
DFEFRELIEETT, EEGLDOTHSEIIRLELY,
FhIZHL, TORADFEMAIL, Y—/\ mail B 5 THESHT
ZRRTELI=ED, 2FY, —/\ mail BEETHNIZL, FFl
ADIAVMIERGLDIZES,
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Received 74— LD EEH 5 (6)

Received: from ex.tohoku.ac.jp (pasokon.example.jp [192.42.103.xx])
by mail.ex.tohoku.ac.jp; Tue, 8 Mar 2005 17:35:12 +0900

From: taro@rei.topic.ad.jp
To: hanako@ex.tohoku.ac.jp

==
e M /n\%

MTPp) taro@rei.topic.ad.jp
N N J
192.42.103. '

XX EE

A—bg—sN L %{E (POP) u& g

mail.ex. tohoku ac Jp
hanako@ex.

<&, TAINS=21—R 3258 5~10R— tohoku.ac.jp

[A—)LAYE D Received 74— ILE DA H ]
http://www.tains.tohoku.ac.jp/news/news-32/0510.html
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IPATO=RIL o+ IFKY

MERREREA—-ILOBIER D TA]
JRILITBUE N FHRALIE #EE R

https://www.1pa.go.jp/files/000043331.pdf

IO

[LIT5IH])
EBHEREREA—)LII,. FMEEZHICKEICEONDSIIAIL

X2 )TAVIFMDEEREITFAIIZEBEINSRIIENET
A= ILZEBFEFTRWTLED, FD=H. ZEEHEMNt
Xa)T4VITREFHLTWTE, HEEHCIENELLY,

AA—JLEFERGY HFEDMEBOANIZLMESNLELN =D,
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DA ILARFA— LD EELETEHR

BARYAN—LERKRE 22—

https://www.jc3.or.jp/topics/virusmail.html
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6. Web DZEL7FIH

¥




HTTPS

HTTPSTI&, HTTP over SSL/TLS [Z&kY, H—/ (D

SO Ay E— S DREEEZEAThI, Web®DFIE

DEEHEZR LSBTV,
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B&H: 750 TEH(O)

J s AHS

https://www.tohoku.ac.jp/japan O ~ @& C HMEEET (2R
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TOHOKU UNIVERSITY

ATz F8p - XKF¥Bx - PR #HE - FEUE

A - RO
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BEEE0 (FAA)
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28 #FHo/2

-1 ELZE0)
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idl

wihEe
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2018.07.20 [CEMEFEROWRELASA (BREHAFRE) 1Y, OSA Advanced Photonics:-
! 2018.07.20 SEIOS T+« PIEEROATESLERIS, SRSNSIESH 15326088

2018.07.20 DATEntre - >4—>>vwJERENES (7/28546)

rm Microsoft Corporation DA ARZA V> TCEEREEZ{FRALTLVET,
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Y—/\EEAEDF MY ;3 DDEHE
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JERFTO—HEREOAR—I XY (3)

INAT—FDEY &L




STOP! /NRXAJ—K{#ELME]L! (JPCERT/CCKY)

STOP! AR —R{EWLEIL! ~HI>THEE=LN, NRT—FD
BRREEELINETDH L ~

http://www.jpcert.or.jp/pr/2018/stop-password2018.html
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RE YA /\—EX1)T1225—(NISC) DI RykJ—
JEXF—D=ODEREXLYTA/\URIT VI 1IEEHEH
BANHBYEST . EFEERRTT, —F2HEHOLET,

http://www.nisc.go.jp/security-site/handbook/index.html
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Ny I~3!‘JD

i Ver.4.03(ER31E6H18H)
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https://www.nisc.go.jp/security-site/files/handbook-all.pdf
https://www.nisc.go.jp/security-site/files/handbook-all.pdf
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